Abstract-A "complete" fault diagnostic system is developed for automated vehicles operating as a platoon on an automated highway system. The diagnostic system is designed to monitor the complete set of sensors and actuators used by the lateral and longitudinal controllers of the vehicle, including radar sensors, magnetometers and inter-vehicle communication systems. A fault in any of the twelve sensors and three actuators is identified without requiring any additional hardware redundancy. The diagnostic system uses parity equations and several reduced-order nonlinear observers constructed from a simplified dynamic model of the vehicle. Nonlinear observer design techniques are used to guarantee asymptotically stable convergence of estimates for the nonlinear dynamic system. Different combinations of the observer estimates and the available sensor measurements are then processed to construct a bank of residues. The paper analytically shows that a fault in any one of the sensors or actuators creates a unique subset of these residues to grow so as to enable exact identification of the faulty component. Both simulation and experimental results are presented to demonstrate the effectiveness of the fault diagnostic system in the presence of various faults.
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I. INTRODUCTION

T HE Automated Highway Systems (AHS) Program at California PATH (Partners for Advanced
Transit and Highways) aims to reduce congestion on highways by achieving significantly higher traffic flow through closer packing of automatically controlled vehicles into platoons. Studies of automatic control of the longitudinal and lateral motion of cars have been previously undertaken to establish feasibility of the AHS concept ( [7] , [11] , [14] - [16] and [19] ). These experimental studies have demonstrated the viability of automatic driver-less control of cars so as to achieve high traffic throughput on highways.
Studies have shown that over 90% of highway accidents occur due to driver-related errors. The AHS system eliminates these accidents by drastically reducing the burden of the driver. The reliability and safe operation of the hardware is, however, of increased importance. The present paper deals with this issue. It develops an automated health monitoring system for all the sensors and actuators used by the lateral and longitudinal controllers.
Classical results on the design of fault detection filters for linear time-invariant systems are available in White and Speyer [20] . Previous work on fault detection and fault tolerant control related to AHS have been carried out by Douglas et al. [4] , Patwardhan and Tomizuka ([12] , [13] ) and Garg and Hedrick ([5] , [6] ).
The work of Douglas et al. [4] develops fault-detection filters for both longitudinal and lateral sensors using a linearized model of the vehicle dynamics. The model is linearized at the operating speed. The performance of the fault detection filters is then simulated using the original nonlinear vehicle models. Radar range and range rate, inter-vehicle communication, steering actuator and lateral magnetometer are not included among the sensors considered in the fault detection scheme. Fault detection filters for lateral control sensors have been developed by Patwardhan and Tomizuka [12] using linear time-invariant dynamic models linearized at the operating speed. Patwardhan and Tomizuka also design a parameter identification scheme using tire pressure measurements to detect and handle tire bursts [13] . The work by Garg and Hedrick ([5] , [6] ) utilizes results on the design of stable observers for nonlinear systems and enhances the observer design process to help in uniquely identifying sensor faults.
All of the above results successfully develop fault detection schemes that can identify faults in a small set of sensors and actuators on the vehicles, with the assumption that the other sensors do not have faults. The integration of the various fault detection schemes to provide a fault diagnostic system that can systematically monitor the health of all the sensors and actuators has not been addressed. Further, none of the results have developed fault detection filters that can identify faults in the radar, magnetometer, steering actuator and the communication system. The present paper addresses this issue. The contribution of the present paper is a complete fault diagnostic system for the entire control system hardware, including radar range and range rate, inter-vehicle communication radio, lateral magnetometer sensors and the steering actuator.
II. SIMPLIFIED MODEL FOR CONTROL DESIGN
A. Simplified Longitudinal Vehicle Model
The reader is referred to Cho and Hedrick [2] and Hedrick, et al. [7] for a detailed model of the car's longitudinal dynamics. We present here the simplified model used very effectively for control design in [7] .
Under the assumptions that there is no longitudinal slip between the tire and the road and that the torque converter is locked, the longitudinal velocity of the th vehicle in the vehicle platooning scenario can be related to the angular velocity of the engine through the gear ratio and tire radius as follows: (1) where is the gear ratio and is the tire radius.
The dynamics relating engine speed to the pseudoinputs "net combustion torque" and brake torque and aerodynamic losses can be modeled by (2) where is the effective inertia reflected on the engine side and is given by (3) A description of all the variables and their symbols can be found in the Nomenclature section. The pseudoinput is related to the throttle angle (the actual control or actuator input) by the following dynamics. Steady-state engine maps define as a nonlinear function of engine speed and the mass of air in the intake manifold . These steady-state maps are available for each car from the manufacturer and are obtained from standard dynamometer tests conducted after the engine has been designed and built.
The mass flow rate of air in the manifold is described by (4) where is the inflow into the intake manifold and depends on the throttle angle while is the mass flow rate into combustion chamber. The inflow can be described by
where MAX is a constant dependent on the size of the throttle body, is a known nonlinear invertible function of the throttle angle and PRI is the pressure influence function which describes the choked flow relationship which occurs through the throttle valve. The outflow is a nonlinear function of and and is available from the manufacturer in the form of a table.
B. Simplified Lateral Dynamics Model
A complete simulation model including a realistic representation of both the lateral and longitudinal dynamics is presented in Peng and Tomizuka [15] . A simplified lateral dynamics model incorporating only the lateral translation and yaw degrees of freedom is used for controller design and is available in [1] , [15] . The simplified lateral dynamics model is derived by linearizing vehicle lateral dynamics with respect to the road centerline reference coordinates and is shown below (6) with where Here is the lateral displacement of the center of gravity (c.g.) of the vehicle with respect to the road center-line and is the relative yaw angle of the vehicle with respect to the road. The front wheel steering angle is the control input that is used to regulate lateral and yaw motion of the automated vehicle. Note that the road reference coordinates rotate on curves. This effect is represented as the desired yaw rate in (6a). The other variables and symbols used in the model are described in the Nomenclature section.
In implementing the lateral control system, vehicle lateral displacement can be measured by an on-board machine vision system [3] , [9] or by a magnetic sensor system which measures displacement by measuring the magnetic field from discrete magnets buried every 1.2 m in the center of the road [21] . Magnetometers mounted on the car serve as sensors to measure the magnetic field. The output equation for lateral displacement is with (7) where is the longitudinal distance between the magnetometer and the vehicle c.g. In addition, on-board inertial sensors such as a yaw-rate sensor and a lateral accelerometer are available and are typically used by the lateral control system. The outputs equations for these sensors are given below: Yaw-rate sensor: with (8) and lateral accelerometer: with (9) where and refer to the corresponding elements of the matrices in (6a).
C. Controller Design
From (1) and (2), it is clear that the acceleration of the th vehicle can be controlled to any desired positive value by choosing the net combustion torque to be (10) By choosing the combustion torque to be the function described above ( [7] ), the acceleration of the th vehicle becomes (11) The desired acceleration for each car has to be determined so that a desired constant spacing is maintained between the cars of the platoon and string stability of the platoon is ensured.
For an explanation of "string stability," see ( [7] , [10] ) and the references therein. String stability guarantees that spacing errors do not amplify upstream from the lead car. For instance, string stability would ensure that any error in spacing between the first and second cars of the platoon does not amplify into a huge spacing error between cars 7 and 8 further down the platoon.
Swaroop et al. [10] have shown that both string stability and robustness can be achieved even with very small inter-vehicle spacing if feedback information from all of the following signals is used in determining the desired acceleration of each vehicle: -acceleration of preceding car; -the car's relative velocity with respect to preceding car; -distance to preceding car; -acceleration of lead car of the platoon; -relative velocity with respect to lead car of the platoon. A wireless communication system is used between the cars to obtain access to all of the above signals. Each car thus obtains communicated information from two other cars in the platoon-the lead car and the preceding car.
Once the desired combustion torque has been determined from (10) , the desired mass of air in the intake manifold and consequently the throttle angle can be determined by using a "multisurface" sliding mode controller, as described in [7] . The sensor measurements needed are manifold pressure and engine speed. The intake manifold temperature is assumed to be constant. If the brake actuator needs to be used for providing the desired synthetic acceleration, the desired brake torque can be calculated from (10) by setting the net combustion torque to zero. Here we assume that the brake torque is an actuator input to the system and can be directly specified by the user.
The lateral control systems developed and experimentally implemented at California PATH include the frequency shaped linear quadratic (FSLQ) controller with preview (Peng and Tomizuka, [15] ), linear controllers using "virtual look-ahead" by using front and rear magnetometers [19] and controllers designed using a nonlinear system approach (Pham et al. [16] , Hingwe and Tomizuka [8] and Chen and Tomizuka [1] ). The controllers use longitudinal velocity as a known time varying parameter and yaw-rate sensor, magnetometer and lateral accelerometer for feedback.
D. Sensors and Actuators
Having reviewed the vehicle dynamics model and the controllers, we now find that the following sensors as indicated by Table I are needed by the longitudinal and lateral control systems. The information lost due to a fault in any of these sensors is also indicated in the table.
In addition to the sensors listed above that are required by the control system, we will assume that a sensor to measure the actual front wheel steering angle is available. This is in addition to the steering angle sensor that measures the angle of the driver's steering wheel.
The steering actuator, throttle actuator and the brake actuator are the three actuators used by the control system which need to be monitored. Throttle angle, brake torque and steering angle are the corresponding actuator inputs.
III. ANALYTICAL REDUNDANCY USING OBSERVERS
A. Overview of the Fault Diagnostic System Design Procedure
The fault diagnostic system proposed in this paper is based on the use of parity equations. A parity equation is an algebraic equation that is assumed to be satisfied in the absence of faults and sensor noise. For example, if sensor outputs are related in such a way that the variable one sensor measures can be determined by the instantaneous outputs of the other sensors, then a parity equation that defines the instantaneous relation between the sensor outputs can be constructed. Parity equations can also be constructed with the use of observers. An observer based on an analytical model can be used to estimate one sensor signal from measurement of other sensor signals. If the observer is asymptotically stable, the estimation error is expected to be equal to zero in the absence of faults and this would constitute a parity equation.
As the following sections describe, the fault diagnostic system in this paper relies on the construction of residues. Each residue is used to check how well a particular parity equation is satisfied.
If three sensor signals are algebraically related so that there exist three independent parity equations relating these signals, then the three residues obtained from these parity equations can be used to determine exactly which of the three sensors is at fault (assuming that not more than one sensor becomes faulty at the same time). This fact is used in Section III-C to determine if either of the wheel speed, engine speed or range rate sensors are at fault.
Once it is ensured that the engine speed, wheel speed and range rate sensors are all operational, several reduced order observers are designed using these sensor signal measurements. These observers are used to diagnose the health of the other sensors and actuators. For example, a second order observer that utilizes engine speed measurement and commanded throttle angle as inputs is used to estimate engine manifold pressure and engine speed. A comparison of the estimated and measured engine speeds is used to determine if the throttle actuator is at fault. The estimated manifold pressure is used to determine if the manifold pressure sensor is at fault. Section III-F describes the design of a first order observer utilizing engine speed measurement and commanded brake torque to diagnose the health of the brake actuator. Section III-G describes an observer to estimate vehicle speed using an accelerometer and magnetic markers. This observer is used to diagnose the health of the peak detection ability of the magnetometer. Section III-D describes the design of an observer that estimates inter-car spacing using magnetic markers and the difference of wheel speeds in the two cars. This is used to diagnose the health of the radar sensor. Similarly, in the case of the lateral control system, the three lateral sensors-yaw-rate sensor, lateral accelerometer and magnetometer-are used in the design of three different observers. The output estimation errors from the observers are used to uniquely identify a fault in any one of the three sensors. In addition the wheel speed sensor whose health has been previously diagnosed by the longitudinal fault diagnostics, is used to obtain vehicle speed needed by the observers for the lateral sensors. Steering wheel angle, vehicle wheel angle, and commanded steering angle are related by parity equations and used to ensure that the steering actuator and the two angle sensors are working.
From the above summary, it is clear that observer design plays a key role in the fault diagnostic system design. Since the mathematical models for the vehicle dynamics are nonlinear, it is a challenge to ensure that the observers for the system are stable, robust and can be designed to have required rates of convergence. The observer design procedure used is described in Section III-B.
Section IV integrates the parity equations and observers designed in Section III to create a systematic methodology for fault diagnostics that can uniquely identify the particular sensor or actuator that is at fault.
B. Observer Design for Nonlinear Systems
The design of exponentially stable observers for systems with nonlinear dynamics will be based on the following results from Rajamani and Cho ([17] , [18] ).
Given a nonlinear system (12a)
where 1) is a Lipschitz nonlinearity with a Lipschitz constant , i.e.,
2)
is stable and the distance to undetectability of the pair is larger than the Lipschitz constant of the nonlinear function there exists a matrix such that the estimates from the following observer: (13) converge exponentially to the states of the system defined by (12a).
An explicit analytical solution for the observer gain matrix can be provided as follows. Solve
and then choose (14b)
The distance to undetectability of the pair ( and ) is defined as the magnitude of the smallest perturbation that makes the pair undetectable.
While the distance to undetectability is not very easy to calculate numerically, it can be shown that if the distance to undetectability is larger than , then [18] (15)
If (15) is satisfied, then the observer design results of (14a) and (14b) still hold and an asymptotically stable observer can be obtained.
C. Speed Sensor Redundancy
The longitudinal speed of the vehicle can be obtained by three different methods, as described in [5] .
1) Wheel speed sensor Multiply angular wheel speed by the tire radius to obtain longitudinal velocity. It is assumed that there is no slip between the tire and the road. 2) For operation in the gears 3 and 4, the torque converter is locked. The engine speed is then directly related to the wheel speed by the gear ratio.
3) The closing rate with the preceding vehicle (relative velocity) can be obtained using the radar sensor. The speed of the preceding vehicle is obtained through radio communication. The two variables can be algebraically summed to obtain longitudinal velocity. The following three residues are then calculated by using different combinations of the above three longitudinal velocity signals:
wheel speed/engine speed residual; wheel speed/radar range rate residual; engine speed/radar range rate residual. Table II can then be used to detect a fault in any one of the three speed sensors.
D. Inter-Vehicle Spacing
We propose the following two methods to obtain inter-car spacing information. (16) where is the preceding vehicle length.
2) The following observer is proposed in this paper to obtain one more estimate of inter-car spacing. This observer uses a magnetometer measurement to count the number of magnetic markers passed by the two vehicles (17) where difference in the number of markers passed by the two vehicles; inter-marker spacing; initial spacing. The estimation error using the given observer is (18) The variable is equal to to within a resolution of meters. The use of this variable ensures that any drift associated with integrating the velocities is eliminated. If the signal were perfect with no dc offsets, the use of the signal would be unnecessary.
E. Throttle Actuator and Manifold Pressure Sensor Faults
In [5] , two different nonlinear detection filters are proposed for throttle actuator and manifold mass flow rate fault detection. A first order detection filter is constructed so as to estimate engine speed asymptotically in the absence of throttle actuator fault. A fourth-order detection filter that estimates manifold mass flow rate along with several other variables is also proposed for fault diagnosis of the mass flow rate sensor.
We propose using one second -order nonlinear observer to estimate both the engine speed and manifold pressure utilizing commanded throttle angle and engine speed measurement as inputs. This observer
can be designed to be asymptotically stable in the absence of throttle actuator faults by proper choice of gains and . Since the engine speed is physically limited, the nonlinearity can be regarded as locally Lipschitz and the Lipschitz constant of can be calculated. The linearized system equations corressponding to (19) - (20) A throttle actuator fault will cause the residue between estimated and measured engine speeds to grow. Assuming no fault in the engine speed measurement sensor, the growth in this residue can then be used to diagnose a throttle actuator fault. If a throttle actuator fault has not occurred, the residue between measured and estimated manifold pressure can be used for diagnostics of the manifold pressure sensor.
F. Brake Actuator/Sensor Fault
Under the action of brakes, the throttle actuator is not used. The variable can therefore be set to zero in (2). The following observer can then be used to estimate the engine speed under the action of the braking actuator
The dynamics of the estimation error are then given by (23) where , and is nonzero only when there is a fault in the brake actuator. Since the engine speed can never physically exceed 4000 r/min, the nonlinearity can be regarded as locally Lipschitz. Since the observer has access to a measurement of , the gain can be chosen larger than the Lipschitz constant of in order to ensure stablity of the estimation error dynamics in the absence of faults.
G. Vehicle Speed Estimation using Accelerometers and Magnetic Markers
The following observer using the accelerometer on the car and a magnetometer measurement to count the number of magnetic markers passed by the car can be used to estimate car velocity (24) The estimation error using the given observer is (25) The variable is equal to to within a resolution of meters. The use of this variable ensures that any drift associated with integrating the acceleration is eliminated. If the signal were perfect with no dc offsets, the use of the signal would be unnecessary.
H. Communication Fault
1) The car that communicates ensures that its sensors are not faulty. 2) If no communication packet is received, the information from the last packet is frozen till the next packet arrives. 3) If no packet is received for more than three consecutive cycles, a communication fault is declared.
I. Estimation of Yaw-Rate using Magnetometer
If we assume that the lateral magnetometer sensor is working, the yaw-rate of the car can be estimated by an observer using this sensor. The observability matrix (26) has rank 4 which makes the states completely observable. The residue (27) can then be used to determine if the yaw-rate sensor is faulty.
J. Estimation of Lateral Acceleration
If we assume that the magnetometer sensor is working and that the steering angle sensor is not faulty, the lateral acceleration of the car can be estimated by an observer using these two sensors. The observability matrix of (26) has rank 4 which makes the states completely observable. The residue (28) can then be used to determine if the lateral acceleration sensor is faulty.
K. Estimation of Lateral Displacement
If we assume that the lateral acceleration and yaw-rate sensors are working, one could try and estimate lateral displacement, usually measured by the magnetometer. However, the observability matrix (29) has a rank of only 3 which means the complete state is not observable with these measurements! (30) is, however, completely observable from these two outputs. This means that while is not observable, can be estimated from the lateral accelerometer and yaw-rate sensor. If the initial condition is known, then can be estimated as follows:
The residue (32) can then be used to determine if the magnetometer sensor is faulty.
L. Fault Diagnostics of Steering Angle Sensor/Steering Actuator
Ifweassumethatthesteeringwheelangleandthevehiclewheel angle are both measured, then the two sensors are related by a scaling factor. The steering wheel angle, vehicle wheel angle and commandedsteering angle arerelated by three independent parity equations. The following three residues are then calculated by using different combinations of the above three signals.
commanded steering angle/measured steering angle. Table III can then be used to detect a fault in any one of the following three components : steering actuator, steering angle sensor, vehicle wheel angle sensor. Table IV summarizes 27 different signals to be used in the fault detection and identification scheme. Some of the signals are directly measured while others are estimates obtained from the observers discussed in the previous section. Table V summarizes 16 different residues calculated using combinations of the signals from Table IV . It is assumed that the failure of any sensor would cause a residue computed by subtracting this sensor measurement from an estimate of its signal using other measurements to grow.
IV. A SYSTEM FOR AUTOMATED FAULT DIAGNOSTICS
By processing the above 16 residues, it is possible to identify a fault in any of the sensors or actuators. Table VI shows how a fault in any one of the sensors or actuators causes a unique combination of residues to grow. Please note that the fault diagnostic is not designed to handle simultaneous multiple sensor or actuator failures.
To detect and identify faults, the algorithm on the following page can be used. The algorithm has been obtained from Table VI and is a systematic method of using Table VI to successively check for faults in each of the sensors and actuators.
V. SIMULATION RESULTS
The fault detection system designed in the previous sections was simulated to test its performance with a more realistic vehicle model incorporating a torque converter, wheel slip, tire radius variation, sensor noise, etc. Details of the full vehicle simulation model are available in [15] . The noise levels assumed for the sensor measurements are shown in Table I of Section II and are realistic estimates based on experimental measurement. The marker spacing was assumed to be 1 m.
For the simulation, a three-car platoon was assumed to be traveling with a spacing of 4 m at a speed of 70 mi/h. At time s, the lead car begins the following velocity maneuver:
(33) Fig. 1 shows the convergence of the inter-car spacing observer and its ability to track the actual radar measurement in the presence of noise and 1-m marker spacing. Fig. 2 shows the performance of the second-order nonlinear observer of (11) and (12) . The engine speed and mass flow rate of air in the manifold are estimated well by the observer. Fig. 3 shows the performance of the engine speed observer during (11) and (12) in the absence of faults. braking (of (13)) and the performance of the velocity observer of (24). Fig. 4 shows the performance of the lateral control system using a nonlinear "back-stepping" controller described in [1] . The GM Buick being simulated negotiates a curve of radius of curvature 1500 m at a speed of 30 m/s. The vehicle enters the trapezoidal curve at s and leaves the trapeziodal curve at s. The lateral displacement of the car is maintained to within cms while the yaw angle remains within degrees. The performance of the yaw rate observer of Section III-I in which the magnetometer is used to estimate yaw rate is shown in Fig. 5 . Starting from an arbitrary initial yaw-rate of 6 deg/s, the observer converges to the measured yaw-rate sensor and performs well in the presence of cms cm of noise in the magnetometer. In the presence of a radar fault, the inter-car spacing observer diverges distinctly from the measured value, as shown in the lower portion of Fig. 1 . Here a fault in the radar was assumed to cause it to read a constant value of 7 m. The observer estimate stays at a value of 4 m, thus ensuring that the residue from the radar measurement is sufficiently big to identify the fault. Fig. 6 shows the values of all the 16 residues of Table VI during the radar fault. We see that only residue 4 is high which clearly indicates from Table V that the radar sensor is the faulty component.
VI. EXPERIMENTAL RESULTS
This section presents experimental results on the use of the magnetic observer of (17) and (18) . The magnetic observer was implemented on the automated cars in the August 1997 NAHSC (National Automated Highway System Consortium) demonstration. The observer was used both to detect faults in the radar range sensor and also to replace the radar in the closed-loop controller in the event of a radar fault. The August 1997 NAHSC demonstration showcased a platoon of eight cars traveling together at small inter-vehicle spacing forming a platoon. The demonstration was held in San Diego using a 7.6 mile two-lane highway that had been equipped with magnets installed in the centers of both lanes. The magnets served as reference markers that were used by the automated steering control system to keep each car centered in its lane. Visitors were given passenger rides in the platoon vehicles which operated continuously for several hours a day for three weeks. The presence of eight cars in a platoon with small inter-car spacing meant that any faults had to be handled by an automated fault management system. Depending on human alertness and human take-over was impossible in this scenario.
The magnetic observer played a very important role in ensuring safe automated operation during the demonstration. Radar range sensor faults were detected and automatically replaced by the magnetic observer on several occasions during the platoon runs.
The residue between radar range and the spacing estimated by the magnetic observer was processed using a low-pass filter with a bandwidth of 1 Hz. The failure detection threshold was set to 3 m.
The following plot (Fig. 7) is a good illustration of the ability of the magnetic observer to replace the radar range sensor. To allow range measurement, a rectangular opening had been cut into the front grill of each car. The radar was located behind this grill and below the hood of each car. In the following test run, a mis-orientation of the grill mounting caused the radar to fail repeatedly on the fifth car in the platoon. The readings of the radar jump from zero to the correct spacing value many times during the run.
The magnetic observer worked well throughout this run and provided a fairly accurate estimate of inter-car spacing. The fault detection system was triggered due to the 6-m difference in the actual and estimated values of range. In response to the radar fault, the spacing between cars 5 and 4 was increased to 15 m by the fault management system. The reminder of the run continued at this larger spacing. The closed-loop controller using the magnetic observer to replace the radar in the calculation of synthetic acceleration was able to provide excellent ride with a spacing variation of less than 1.3 m. The maximum errors in spacing occurred in the presence of uphill and downhill grades.
VII. CONCLUSION
The diagnostic system developed in this paper provides a methodology to continuously monitor all the sensors and actuators of the longitudinal and lateral controllers so as to ensure their health. The fault diagnostic system was shown to work well when simulated with a detailed vehicle model incorporating realistic unmodeled dynamics. Experimental results using the magnetic observer to detect radar faults and replace the radar sensor were shown to work extremely effectively.
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